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Abstract: A new protocol security testing method is proposed based on a fault model. The meth-
od utilizes the mutation analysis based on the specification of constructed type algebra. Mutant
operators are designed to restrict the possible fault sets in protocol; then mutants are generated
and equivalent mutants are deleted; and test cases are finally constructed based on resulting mu-
tants. Compared with existing methods, the proposed method can effectively solve several prob-
lems in current protocol security testing, such as neglecting the protocol dataflow, infinite fault
sets, the lack of the mechanism to judge results, and so on. It is beneficial to the quantification
and appraisal of testing to limit the possible fault sets of protocol. The method can pointedly be
used to construct test cases and to judge test results, and improves testing capacity.
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